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Terms of Reference (TOR) for Provision of IT Support
Services

Background

HQAI’s objective is to improve the Quality and Accountability of organizations working with vulnerable and
at-risk population through the provision and promotion of meaningful and adapted independent quality
assurance. Its services are intended to build capacity in the sector and provide consistent measurable data
in the delivery of quality action, thus improving principled, accountable, efficient provision of aid to
vulnerable and at-risk populations.

To all its stakeholders, HQAI is an accountable, open and trustworthy partner, which applies the
internationally recognised ground rules of auditing that are impartiality, competence, responsibility,
openness, confidentiality and responsiveness to complaints. Our policies, procedures and tools for
independent quality assurance follow relevant ISO standards requirements. HQAI's CHS certification
scheme is accredited against ISO/IEC 17065:2012.

HQAI has developed robust tools to measure efficiently where an organisation stands in relation to the
Core Humanitarian Standard (CHS) on Quality and Accountability. Tools related to other standards may

be developed in the future.

HQAI currently engages multiple service providers to support its core IT functions. These services include:
1. Internet provision

2. Web hosting and maintenance

3. Domain hosting and management

4. Onsite support for Apple-based systems

5. Cyber Security support

6. Helpdesk services

7. Software development and support
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Scope

HQAI is seeking to contract qualified service providers for the provision of IT support services, divided into
two distinct lots. These services aim to enhance IT operations, ensure system stability, and support the
organisation's technological growth. The TOR outlines the scope, tasks, and deliverables under each lot,

along with common qualifications and submission requirements.

Description of Lots

Lot 1: Technical Support & Helpdesk Support (Remote + Emergency On-site
Presence)

Scope:
Support for hardware, software, network, system setups, repairs & replacements, on-site support on

emergencies is required
Expected 2-3 hours / day support.
Tasks:
¢ Device setup and maintenance, ensure updates (PC & OS)
¢ Onboarding/offboarding for the IT needs of the personnel and other stakeholders.
e Troubleshooting of network hardware
e Scheduled performance maintenance.
¢ Remote Helpdesk support for IT issues and inquiries
¢ Manage OS updates, PC ones, application support, remote troubleshooting.
e Provide remote monitoring and management of the organisation’s security network, including
firewall.
¢ Manage distribution of VPN access and educate users on computer security and the rules of good
practice.

¢ Manage cloud platforms, storage, backup, and recovery; provide ongoing technical support.

Requirements:

o Network Downtime: Minimal network downtime with prior communication.
e User Support Response Time :

o Priority 1 (Critical): 1 hour response time.

o Priority 2 (Major): 2 hours response time.

o Priority 3 (Minor): 3 hours response time.
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e Hardware Installation: Hardware installations to be completed within 4 business days for
emergencies, 20 business days maximum for the rest.

e Security Monitoring: Continuous monitoring of security systems with incident reporting.

Deliverables:

e Support & maintenance schedule
¢ Onsite Support logs and resolution reports
¢ Monthly Helpdesk performance reports

e Service levels- propose service standards for support response, hardware setup, network uptime
and basic security monitoring if different from those stated above.

Qualification Requirements (Lot I)

e Proven expertise in supporting PC and MAC environments.

e Experience in hardware and software support in mixed OS environments (Apple & Windows).
e Strong network management and cloud service capabilities.

o Ability to provide remote helpdesk support and scheduled on-site visits, on ad hoc needs.

e Relevant IT certifications (e.g., CCNA, Microsoft, Apple certifications).

e Familiarity with the Swiss and European IT regulatory environment.

e Fluency in written and spoken English, French desirable.

Lot 2: IT Strategy Partner- service

Scope:
IT strategy for security, planning, and optimisation of service needs. Approx.10-20% of LOE Time (Level

of effort estimation.)

Tasks:

¢ Ensure coordination of the IT service suppliers and internal needs.

¢ Advice on best application of HQAI strategy and IT possible developments.

o Offer tailored cloud strategy to optimize infrastructure and align with organisational goals.

¢ Offer technical advice and recommendations to inform the design and planning of customized

hardware.
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¢ Act as a facilitator in between Senior Management Team and IT providers and IT related
documentation.
¢ Ensure management of IT needs on project management mode.

e Participate in strategic decision on IT issues in the quality of a technical advisor.

Deliverables:

¢ Cloud optimization strategy.

e |T Risk assessment and mitigation plan.

e Road Map and growth plan.

e Coordination of IT suppliers.

e Ensure the documentation of IT policies and processes is current and aligned with the
organization's strategic objectives.

¢ Guarantee, incorporation of GDPR compliant processes and tools.

Qualification Requirements (Applicable to Lot Il)

e Proven expertise in supporting Mac and PC environments.
e Proven experience of IT project management.
e Strong network management and cloud service capabilities.

e Ability to work as a facilitator in between technicality and strategy and ensure translation of
complicated technical concept to the big public.

e Relevant IT certifications(e.g., CCNA, Microsoft, Apple certifications).
e 5 years’ Experience in team management.
e Familiarity with Swiss and European IT regulatory environment.

e Fluency in written and spoken English, French desirable.

Submission of Proposals
Interested bidders are invited to submit applications for one or both lots.
All proposals should include the following per each lot.

1. Technical proposal
2. Financial proposal
3. Registration documents

4. Two reference letters - contacts
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All applications should be submitted via email to admin@hgai.org not later than 31 July 2025, including
“Provision of IT Support Services’- lot X in the subject line.

Evaluation Criteria
Each lot will be evaluated based on the following criteria:

i.  Technical Proposal (50%):
* Relevance of experience & expertise - company and /or key personnel
* Proposed methodology and tools

i.  Financial Proposal (50%):

» Cost effectiveness and clarity.

Contract Terms

Initial contract duration: One year, renewable by mutual agreement.
Renewal is subject to annual performance review.

Geneva, July 10, 2025

HQAI Department of Support Services
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